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July 1, 2021

Social Media Attacks on pro-Israel Accounts During
Operation “Guardian of the Walls”

Malaysian Cyber Warfare

Main Findings

» Recently, during the “Guardian of the Walls” operation in Gaza (May 10" - May 21%), there
was a massive attack on mainstream social media and messaging platforms against Israelis
and pro-Israelis. Those attacks led to aggressive spamming of pro-Israeli content and also to
suspension or blocking of accounts.
» From an extensive web research, we found that the source of these social media attacks
comes mostly from the Malaysian arena, organized and led by a network of Malaysian anti-
Israel organizations and groups, with tremendous exposure online of hundreds of thousands
of views and followers
» Those Malaysian orgs and groups designed and spread meticulous instructions of - how to
attack, whom to attack and what content to use - for the masses of their viewers and followers
» The attacks were operated in two main dimensions :

+Harassing and trolling pro-Israel accounts

+Suspending and blocking pro-Israel accounts

» Many thousands of Israelis and pro-Israelis were targeted by these attacks:
+Well-known personas and orgs in all sectors, such as - PM Benjamin Netanyahu, IDF
Arab media spokesperson Avichay Adraee, Israeli Hollywood actor Gal Gadot, IDF’s
accounts, Christians Unite for Israel (CUFI) accounts, etc.
+Accounts that used main pro-Israel hashtags in their social media content, such as -
#lsraelUnderFire, #lsraelUnderAttack, or expressed their support for this content

+Israeli accounts that probably appeared on former cyber leaks

» One of the main hashtags that was used during the attacks and was created at the beginning
of the operation is #lsraelKoyak. “Koyak” is a Malay word, meaning “torn”. It is also “a

Malaysian slang used for someone who is easily frustrated/have mental breakdown, usually
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uses to insult other people during a fight”1. According to our research this hashtag was

mentioned over 557K times on Twitter only during the days of the operation in Gaza, with a

potential reach of over 251M.

» 481K of the mentions (86%) were comments and retweets - which aligns with the nature of

this dictated campaign

KeYAK

SeRali Troll, Pasti Rabak

‘ -]

VAN

’1’9 Na'Jr‘ni d.Fr'eePalestine =

» 3

Koyak? Jom RT sampai
penyokong Israel koyak.

k #lsraHel

#G Attack

Koyak? Letfs RT until Israeli
supportersfare torn.

257 Quote T

https://twitter.com/NajmiFetih/status/1393086858284859396/photo/1

RESULTS RESULTS OVER TIME

557.7K

1.6M

SENTIMENT

17.1% 31.6%
POTENTIAL REACH

251.8M

NET SENTIMENT OVER TIME

https://www.urbandictionary.com/define.php?term=koyak*
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Conclusions and recommendations

» It seems that the attacks conducted in practice mostly by authentic Malaysian and other
anti-Israel Muslim people that followed the detailed instructions and used the materials
supplied by the attacks’ organizers online.

» Itis possible that automatic infrastructures, such as - bots or pay-per-like/comment services
were also involved in the attacks. Although, no actual indications of this have been identified.
» The massive and aggressive attacks against pro-Israel accounts during the operation in Gaza
demonstrates the power of the anti-Israeli Muslims on the web.

» The findings of the research indicate that there is a large and powerful network of anti-Israel
groups and orgs in Malaysia, that should be further researched for it connections to DLG, etc.
» These attacks damaged the ability of free expression of many thousands of Israelis and pro-
Israelis that wanted to share their legitimate feelings and views on the situation in Israel
during the operation, without any intent of violence or racism.

» Therefore, these attacks illustrate (once again) the lack of real responsibility of social media
platforms towards the public of their users, and the urgent need for proactive and
comprehensive actions from their side, in order to ensure safe and proper use

» Such attacks can be stopped or at least restrained by the platforms, byblocking the
dominant accounts and channels of these Malaysian orgs and groups so they will not be used

as platforms for incitement

Details of the findings

» This section details main organizers of the two types of the attacks, the nature of the
attacks, sequence of matters. The details accompany by visual examples.
» Harassing and trolling pro-Israel accounts :

+Cinta Syria Malaysia (CSM) is a Malaysian NGO that deals with humanitarian aid to

Syrians but seems to be also much involved in the Palestinian cause for some years
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This org has almost 300K followers in their FB page

+0n May 13", the org published on their Twitter account a tweet that calls for an attack
on pro-Israel accounts on social media. This tweet is a thread with a lot of materials to
be used by the campaign participants with instructions on the tweet, such as to keep
attack main Israeli pages like IDF (all instructions are in Malay and translated to

English). This is still their pinned tweet, which received 32.7K retweets and 22.4K likes

O, GntaSyria Malaysia - C... ™

O netizens and all onion
soldiers, Continue to attack
the main page of the
Laknatullah Nation like the
IDF. But this time we
change strategies. We use
much better bullets. THE
TRUTH. [THREAD: Can use
all the bullets below]

o neﬁs and all onion
soldiffrs,

Confjnue to attack the
mainfpage of the
Lakngtullah Nation like the
IDF.

But fhis time we change
stratqgies.

We fse much better
bulle}s.

THERUTH.

[THREAD: Can use all the
bullet\gelow]

+In addition, on May 14" the following tweet was first posted on the Twitter account
@Faiqueee and later on the Twitter of CSM. The infographic of the tweet contains
actual instructions of how to attack. OCR and Google translate of the infographics:
Right time to hit: 10 AM for two hours, the right guerilla: 1 comment every 5-10 minutes

for two hours =12 comments, the right hashtag: #ShameOnlsrael,
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¥ Iqu-zo!®=

@Faiqueee

BlL wam -I

"Apa aku boleh buat untuk
Palestin?" Tiba-tiba, ada
est I n orang send dalam group

whatsapp:
AKTIK
ngkasq

NAMUN "Terbaik strategi ni, kena
Berkesan buat poster ni."
04
V eANG TEPAT v Beginilah impian seorang
v designer, ingin jadi hero
?Eﬁ%%’zm ox s v 1l guna karya sendiri.
»:W'JH it 3
7 #FreePalestine #SaveGaza
#ShameOnlsrael
#lsraelKoyak
#MyAqsaDefender

6:28 PM - May 14, 2021 - Twitter Web

b App

15.5K Retweets 111 Quote Tweets

#lsraelKoyak, #IsraelRealTerrorist, #FreePalestine, #SaveGaza, the right materials: cintasyria
Twitter, the right comment not to be banned: Israhell, Filastini, zio_nis. “You are ready for cyber
war”

v The barcode inside the infographics leads to the pinned tweet of CSM

(detailed in section b)

v" The tweet received 15.6K retweets and 11.8K likes
+ On May 17" @Faiqueee posted another tweet with similar infographic, which
contains additional instructions. OCR and Google translate of the infographics:
Change privacy settings to hide email & phone numbers, set 2 factor authentications,
use US or Israel VPN, use hashtags #FreePalestine, #GazaUnderAttack,

#lsraelStopPlayingVictim, #lsraelTrrorists -
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PRIVACY & 2 2 FACTO

SETTINGS ¥ \Z AUTHENTICATION

u Setkan di semua
media sosial

® Menyelamatkan Jadi nak tak nak kita kena
akaun daripada upgrade kita punya game.
digodam

® Sembunyi email
nombor

Tingkatkan k
agar kita boleh serang

A
PERTAHANAN :

ABABIL MALAYSIA 3 UNTL L ZFA
05 TUKAR
N a8 | HASHTAG

v #FreePalaestine o chta

#GazaUnderAttak hashtag

#isroelStopPiaying! m Also, many a

#lsroelTerrorists been banne

GUNA
VPN So do we want to upgrade

= REGION: our game
USA @ ISRAEL

lamatan

I'm feeling our usual

to sink.
unts have
warned

suoyd puo gowe pexIINN <
120103 PUD ANIIGDIAODSIQ <
Kisjos puo Adoaud < Asoaud

P T —

«e

ClPTA & GUNA A . = Su a serangan \n(réas? Am 50 thfwt ‘
AKAUN PALSU 5 tlcktcng;olgm we can attack more boldly
= Nombor & email lain N b Mengombunyikun #Freef t

: IP Address

= Untuk elak akaun
peribadi kena ban —

+ Important to note that this infographic contains the logo of PAMI - Projek Anak
Muda Islam (The Muslim Youth Project)

v'PAMI FB page has 9K followers

v'PAMI also designed a profile picture frame for the use of the attacks’

participants, according to the following tweet -

% Iqu-zol@

LET'S SHOW OUR
BRAVINESS TO BE IN
SOLIDARITY WITH
PALESTINIANS!

If u need to:

1. To insert your name, we
have a team that ready to
help below.

2. To request your country,
just mention your's.

I'M FROM We Are All In This Together.!

SMALAYSIA

\* & WE STAND WITH PALESTINE

&\\ il @

Trolling examples against pro-Israel accounts by Malaysian users (1)
» Malaysian comments to IDF Twitter page with images and hashtags from Cinta Syria

Malaysia campaign materials kit thread
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gajaNurHanisah'l: Cinta Svria Mal . CSM @cint ia-M 15 ® 020/ eee
o inta Syria Malaysia - cintasyria - May - 83%

Nah untuk bawang army semua. Kasi save siap2!

Replying t

You're so funny. How you can declare independence...
when the country not even yours?

Stop playing victims! Palestine for Palestinians, that's it.

&
v

UG E 2 EEELD

#shameonlsrael #IsraelKoyak #savePalestine

HOW: «
WOULD Hiiv;b 3
YOU FEEL?

Q.3 102 Q 114 O
4:17 PM - May 14, 2021 - Twitter Web App
Left : The Comment , Right : The Source
Haki Ismail #Freepalestine E= - :
& @hakimahismail Oy, Cinta Syria Malaysia - CSM @cintasyria - May 13 - 83°

Replying to @IDF 4) Laknatullah play victim? Kita kasi expose story sebenar.
Are you sure you're not targeting civilians. Make you
fact right ! #shameonisrael #FreePalestin

#MalaysiaStandWithPalestine #lsraelKoyak

>

o) 3 1 26K Q x«

Left : The Comment , Right : The Soucre

Pejuang®=ES <
@farishdanial WH

Replying to @ndgprasad @chokinetto and @IDF

Whts the point bomb journalist building? To avoid the
news abt israhell kill Palestine spread to other world?

1:02 PM - May 17, 2021 - Twitter for Android

A Malaysian user, using the Malaysian campaign profile picture template, and replying to IDF
using the term “Israhell”.
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+ Cinta Syria Malaysia (CSM) has a sister group called Cinta Gaza Malaysia (CGM). This
organization had also significant part in the campaign.
v According to its Instagram account, CGM is a “Malaysian NGO founded by the sole
Malaysian student in Gaza @nadiralnuri” + “Sharing news and info from Gaza”. The
account of the NGO has 102K followers. Its Facebook account has 82K followers
#The founder and CEO of CGM is Nadir Al-Nuri, a Malaysian anti-Israel activist who
lives in Gaza and describes himself in all of his social media account as “The only
Malaysian in Palestine. Sharing daily life in Gaza”.
v" In his Instagram account he has 227K followers and in his Facebook account he

has over 127.6K followers

Nadir Al-Nuri
[} € m k. FB lama dah kena disable. F aru saja letak gar uci takut # aelk k balik
Posts  About  Friends  Photos  Videos  Checkins  More v m © Message
Follow Nadir to get his public posts in your News Feed
P Follow

e a—
Intro Posts 25 Filters
@ Chief Executive Officer (CEO) & Founder at Cinta Gaza

Malaysia - CGM e Nadir Al-Nuri

Followed by 127,695 people %

Let's LIVE track the jihad of Palestinian women here

v" Al-Nuri is also the founder of another organization called My Agsa Defenders.
+ The Facebook page of this org has been created only on May 13", 2021 and has

already more than 70K followers -

bz ke

My Agsa Defenders

€€

y1in I @ qon v Ap s s | avel | wik nan g7
0'00I9
DN A arap D'voI NITX
ATDNDAIN DN 59922 e noinn
My Agsa Defenders
AT Nk DAY DI 71,042 ©- 20233 wm 1 N0
Rakan Gabungan #MyAgsaDefenders DYN'R
Teng 1. Cinta Gaza Malaysia - CGM

hyand

Acc: Persatuan Cinta Malaysia Gaza ... T

v In addition to all above, Nadir Al-Nuri has a Telegram channel with 256k
subscribers. In this channel, on May 14" he posted a list of pro-Israel Facebook
pages to be used as targets for his followers as part of the social media attack - As he

posted “the intention is to keep them busy with other matters besides hitting our

108-21



brothers” (originally written in Malay and translated to English). This post alone was

viewed by 138k subscribers, while it was also asked to be forwarded to other groups

(see bottom of the post)

t.me/nadiralnuri 138.6K ® 11:36

@ Nadir Al-Nuri

Who is boring? | want to share a list of pages that you can go and
bring. Let #israelkoyak . The intention is to keep them busy with
other matters besides hitting our brothers. 1321K @ 1222

Nadir Al-Nuri
@nadiralnuri

256K 909 153 1 399

@ Nadir Al-Nuri Subscribers  Photos  Videos File  Links

« Israel Defense Forces Official Website

https://www.facebook.com/idfonline

« Friends of the IDF

https://www.facebook.com/FIDFNational/

« Israeli Army Spokesperson (Arabic Propaganda)

https: //www.facebook .com/IDFarabicAvichayAdraee

+ Gal Gadot (Wonder Woman Actress, a Zionist)

https://www.facebook.com/GalGadot

« Israeli PM Official Website

https://www.facebook.com/IsraeliPM

+ Benjamin Netanyahu Official Website

https:/ /www.facebook.com/Netanyahu

+ Former Commander of the IDF and the Competitive PM

https://www.facebook.com/BeGantz

+ Speak Malay Israel

https://www.facebook.com/IsraelMalay

+ Speak Indonesia Israel

https://www.facebook.com/Israelindonesian/

« Israel In Singapore

https://www.facebook.com/IsraelinSingapore/

+ Christians Unite For Israel

https://www.facebook.com/ChristiansUnitedforisrael/

« Strong Supporters of Israel In UK

https://www.facebook.com/Sussex-Friends-Of-Israel-

521248807933259/

+ Stand With Israel

https://www.facebook.com/IStandForisrael

The only Malaysian in Palestine. Sharing daily
life in Gaza.

to view and join the conversation

About Blog Apps Platform

*Copy paste the next group 1383K ® 12:24

This list of targets was also posted on Twitter by several accounts, which mentioned that the

source is Nadir Al-Nuri Telegram channel (translated from Malay to English)

miyan B
@syamimisanusi

Who is boring? | want to share a list of pages that you
can go to (check the thread). Let #israelkoyak . The
intention is to keep them busy with other matters
besides hitting our brothers. Source: Nadir al-Nuri
Telegram

7:54 PM - May 14, 2021 - Twitter for Android

1Retweet 1 Like

o) n Q

miyan EE @syamimisanusi - May 14

Replying to @syamimisanusi

« Israel Defense Forces Official Website
facebook.com/idfonline

« Friends of the IDF
facebook.com/FIDFNational/

« Israeli Army Spokesperson (Arabic Propaganda)
facebook.com/IDFarabicAvich ...

+ Gal Gadot (Wonder Woman Actress, a Zionist)
facebook.com/GalGadot

>

Trolling examples against pro-Israel accounts by Malaysian users (2)
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» A Malaysian user that replied to IsraeliPM on Twitter using the terms zio_nis, Israehell

2 maziah mohd zaki
@ziazama

Replying to @ eliPM

Yahudi laknat
Jew rejim zio_nis
#|SRAHELLKOYAK
#israhellterrorist
#PrayForGaza
#FreePalestine
#savepalestine

Selamatkan Filastini

ERILA
ANG TEPAT

6:15 PM - May 16, 2021 - Twitter for iPhone Q ns

Left : Defenders and CSM, Right : Filastini as advised by PAMI, My Agsa

@ Iqu-zo!®=

@Faiqueee

“Apa aku boleh buat untuk
Palestin?" Tiba-tiba, ada
orang send dalam group
whatsapp:

"Terbaik strategi ni, kena
buat poster ni."

Beginilah impian seorang
designer, ingin jadi hero
guna karya sendiri.

#FreePalestine #SaveGaza

15.5K Retwe 110

+ Another dominant group that took part in the attacks - Tentera Troll Kebangsaan

Malaysia / Malaysian National Troll Army which has more than half a million followers on

Facebook. It seems this group in general aims to deal with Malaysian political issues, but

during “Guardian of the Walls” operation they were very active on attacking Israel.

See examples of posts inside the page, calling to troll pro-Israeli accounts and posts

Tentera Troll Kebangsaan Malaysia

@tentera

anmalaysia - Community

GENERAL

sl 578,286 people like this

MORE INFO

© About

bertanggungjawab ternadap komen yang dinantar di dalam Page
ni. Segala risiko dari komen adalah tanggungjawab pemilik akaun ters... See
More
© Additional Information

T s a Malaysian troll page founded in 2014 concerning the Malaysian
political landscape and the hypocrisy lingering around it

311 Malaysians founded on the
oression as per enshrined under
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Tentera Troll Kebangsaan Malaysia Tentera Troll Kebangsaan Malaysia
May 113t 7:18°M - @ May 143t 1:20PM - @
Let's feast them! His bump can't bish

&

origina!

Feast link: https:, .facebook.c i i ideos/1374480009617917

'mss DAMABE' ACCORDING TO ISRAEL
DEFENCE FORCE: BUILDING INTACT

ACTUAL 'MASSIVE DAMAGE' IN GAZA AFTER BEING HIT BY ISRAELIS MISSILES
ROM FIGHTER JETS: 13TH STOREY APARTMENT COLLAPSED-

[ -

2021 oerarion
GUARDIAN OF THE WALLS

Israel Defense Forces @

May 113t3:50PM - Q

In the last 24 hours, Hamas and Islamic Jihad have launched continuous attacks on Israel from
Gaza.

The IDF is operating in response to these attacks by striking terror targets and operatives in
Gaza.

This is Operation Guardian of the Walls.

o 11K 193 Comments 160 Shares

omments 95 Sh

g
]
I
a

 Tentera Troll Kebangsaan Malaysia e
May 12 at 9:08 PM . @

Camera ready? Action ! g5 cc Israel Defense Forces

#0 45K 410 Comments 106 Shares

oy Like (J Comment /> Share
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MASA

GERILA
YANG TEPAT

Like - Reply - 2w

4& Mat Kelaut

DTITTUYU KU PUTTy U ang TOR TCTUsaarTs

Like - Reply - See Translation - 1w

@ Lokman Said

‘SPgjestin

-

dubj

Ring'k_dsq
Berkesan

BAMAN
YANG TEPAT

O

(One of the comments to this post includes CSM official campaign infographic)

@

Ok he learned the word “ Torn

Ow% 25¢

ional Troll Army
M-Q

he " Raya Bazaar " is. €3

@ Ido Daniel = &
% idoDanie

So | see that many people in
Malaysia are RT'ing this koyak
nonsense.

Sorry to break it to you: it was a

joke. This is Twitter. It's sarcastic.

Welcome to the real world.

Also: #ISupportlsrael ==X

G

<P Ido Danlel == @ @idoDanie

koyak to you too
May 12,2021

737 Retweet 4,061 Quote Tweets 812 Likes

244 Comments 110 S

A post calling to troll Ido Daniel’s Tweet

&

Press Enter to post.

Amrull Amien
His life changed ramadhan last year. Just because of arresting Allah's army. Allah’s
punishment exists.

https://m.facebook.com/story.php?
story_fbid=3907451065946327&id=100000444153184

Like - Reply - See Original (Malay)

Translate All Comments

O 21

A comment calling to troll a post by Israeli soldier that was injured. His post got many radical

reactions by Malaysian accounts.
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d Tentera Troll Kebangsaan Malaysia
Jay 1331418 5M - @

She asked for help ladies, what else? Tackle with the hashtag #FreePalestine

% ISRAEL .
.UNDER FIRE! )

Yael Eckstein
May 122t 209 PM - @
Please help Israel as she is under rocket fire! @ = Give safely, here: hitps://!

w0 3« 1.4K Co

Yael Eckstein

May 122t 9:09 PM - Q@
Please help Israel as she is under rocket fire! @
X Give safely, here: https://bit.ly/3vYhwoY

B0 314k 860K Comments 27K Shares
oy Like () Comment 2> Share
Most Relevant v
. Dipgi Ghozali @  Follow
Lawak lu bre
Like - Reply - 2w - Edi
3 1,440 Replies

ﬁl Hend Ahmed
»  We pray for you guys we pray for
israel to be quickly crashed A

©8 «

#D 72x

Like - Reply - 2w
9 56 Replies

» Her post got 220k ‘haha’ likes out of 314k reactions in total, many seem to be Malaysian,
along with many radical comments by anti-Israel Muslim accounts.
» Suspending and blocking pro-Israel accounts -
+0n May 14™ a new Telegram channel called “Team Suspend Twitter” was created. This
is a Malaysian channel that aims to suspend pro-Israel accounts on Twitter.
v" The channel explains the methodology to suspend accounts by brute forcing log
in to a target account with multiple false passwords, and then reporting the account
as “Hacked”
v' The channel coordinated the attack to 10 AM May 15", with a goal that at least 1000

people will participate
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v The channel mentioned an updated list of accounts to be attacked. The group

aimed against Israelis, Israel supporters (Indians also) and Jews in general

ﬁ Team Suspend Twitter
Forwarded from Team Suspend Twitter

Team Suspend Twitter

i i 1
Assalamualaikum all Twitter account owners! @SuspendI5RA3L

Please join Channel
https://t.me/SuspendI5R43L 2.32K 38 77

Channel aims to coordinate attacks on the influential Twitter
account 15R43L until successfully Suspended!

Channel to coordinate Attacks And Cyber
Bully Twitter Account 15R43L, Fake News
Media, supporters and swindlers until the
account can be damned

Telegram

Team Suspend Twitter

Channel to coordinate Attacks And Cyber Bully Twitter
Account 15R43L, Fake News Media, supporters and
swindlers until the account can be damned

#MissionSuspend <qd DOWNLOAD TELEGRAM
176 ® 20:35

and join the ¢

#MissionSuspend

versation

2 Team Suspend Twitter

1 V) PN N dam b + + ~l 3D VAl i 5 s
Team Suspend Twitter 2 Team Suspend Twitter
Attention everyone!
How to suspend an attacked account! Thread

#used by KPop stans

1. Log Out Account Now or Use Account Backup or Open Browser
2. Put Username of the attacked account

3. Put any password

log out your a
4. Repeat at least 5 Times (many more good) - put their

- put

5. Reopen Our account

6. Go to the previous account, report as "account appear as

hacked" 15K & 17°57
Team Suspend Twitter

Please be able to share to all other Twitter users sg4 & 1750

Team Suspend Twitter

We need at least 1000 people to make this #MissionSuspend a
success

508 @ 18:00 g
1

The Account Suspension Methodology
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Proposed Account to be attacked:
Time: 10 AM
Small Account (Cybertrooper)

@User1993
@israelunderfire
@maorashir
@StandWithUs
@HonestReporting

O RGNS =

Indian Supporter Account:

1. @AskAnshul

2. @ HananyaNaftali
3. @RubenRMizrahi
4. @ROMESHSHAH2
5.Majnu_shetty{¥

6. Maor Ashir

Influential Account (Influencer)

1. @!doDaniel

2. @GalGadot

3. @IDF

4. @EliyahHavemann
5. @HilleINeuer

6. @michealdickson
7. @emilykschrader
8. @Shehzad_Ind

9. @HilleINeuer

10. @Ostrov_A

11. @Axiolie

12 . @sebastiankurz
13. @AOC

14. @LZ_DGN

Team Suspend Twitter
@SuspendI5R43L

2.32K 38 77

Subscribers  Photos Links

Channel to coordinate Attacks And Cyber
Bully Twitter Account 15R43L, Fake News
Media, supporters and swindlers until the
account can be damned

#MissionSuspend
<d DOWNLOAD TELEGRAM
to view and join the conversation

About Blog Apps Platform

Team Suspend Twitter

Okay before closing, all admins decide for every 1230 hours
(closing day) we report acc Ido & Netanyahu. Repeat everyday.

Okay then?¢y 1.1K @ 19:30

Team Suspend Twitter
LAST MISSION BEFORE BED:

https://twitter.com/IsraeliPM?s=09

https://twitter.com/IdoDaniel?s=09

Twitter
PM of Israel (@IsraeliPM) | Twitter

The latest Tweets from PM of Israel (@IsraeliPM). The official
Twitter account of the Office of the Prime Minister of Israel ==.
Jerusalem, Israel

11K © 19:34

(those with a green mark are the ones successfully suspended at the time)

The list of target accounts
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2 Team Suspend Twitter

A'WUYIIND

ALHAMDULILLAH!! TAKBIR!!
ALLAHU AKBARII 914 ©

g Team Suspend Twitter

Congratulations to all #MissionSuspend Members ! g45 & 21:06

An example for a suspended account

g Team Suspend Twitter
™

(_m +972 50-408-4512

BLOCK

Attack from Admin! Hope it works! 6K @ 2215

g Team Suspend Twitter

For anyone interested in cyberbully Wife @MaorAshir can click this
link:

wasap.my/+972504084512 940 ® 05:50

A call for Cyber bullying Maor’s wife on Whatsapp and a message that was sent to her
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¢-8 bin_ghoniy - 98% -+
@IKMALHAKIMABGHA

Replying to @IKMALHAKIMABGHA & 98%

t.me/SuspendI5R43L
Update Terkini!

Kita dah ada Twitter Channel khas untuk selaraskan
serangan ke atas akaun Twitter sehingga Suspended!

Jemput Join!

Translated from Malay by Google

t.me/SuspendI5R43L

Latest Updates!

We already have a special Twitter Channel to
coordinate attacks on Twitter accounts until

Suspended!

Invite to Join!

[- S é } Team Suspend Twitter

The first user who sf\ared the channel’s link on Twitter

+ Aspart of the Malaysian cyber warfare against Israel, Malaysian hacking groups such

as DragonForce Malaysia leaked lists of Israeli phone numbers. Those numbers were

used by many followers to harass Israelis phones on WhatsApp and to make them

blocked

Forwarded from DragonForce Malaysia

o All Israel Whatsapp Link.csv

Hacking is an art.

From the 4 Milion detail that DragonForce has
been leak yesterday, you can turn it into
WhatsApp Spammer.

-PLEASE TAKE NOTE, just spam below than 10
messages daily to avoid you being banned by
WhatsApp. Do at your own RISK-

NOTE 2: You can change a bit with the text that
you send.

Randomly choose links from these file below.

Spamming their personal WhatsApp also can
make them "KOYAK"

Goodluck and have fun!

#MyDF #OpsBedil #DragonForceMalaysia

© 247.5K 7:38PM W
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ISRAEL AIR FORCE

#fuckisrael

lonely? looking for who to call or text?
say no more

https://api.whatsapp.com/send?phone=972502000020&text
https://api.whatsapp.com/send?phone=972502050457&text
https://api.whatsapp.com/send?phone=972502020227&text
https://api.whatsapp.com/send?phone=972502057525&text
https://api.whatsapp.com/send?phone=972502057749&text
https://api.whatsapp.com/send?phone=972502088414&text
https://api.whatsapp.com/send?phone=972502140136&text
https://api.whatsapp.com/send?phone=972502167768&text
https://api.whatsapp.com/send?phone=972502070391&text

ISRAEL DEFENSE FORCE

https://api.whatsapp.com/send?phone=972502000090&text

18

DOCTOR

https://api.whatsapp.com/send?phone=972502000951&text
| https://api.whatsapp.com/send?phone=972502163863&text

ARTIST

AHLI POLITAIK

https://api.whatsapp.com/send?phone=972502000727&text POLIS

https://api.whatsapp.com/send?phone=972502000736&text
https://api.whatsapp.com/send?phone=972502000957&text
https://api.whatsapp.com/send?phone=9725020012608&text
https://api.whatsapp.com/send?phone=9725020017448&text
https://api.whatsapp.com/send?phone=972502001934&text
https://api.whatsapp.com/send?phone=972502002015&text
https://api.whatsapp.com/send?phone=972502002629&text
https://api.whatsapp.com/send?phone=972502003426&text
https://api.whatsapp.com/send?phone=972502003824&text
https://api.whatsapp.com/send?phone=972502004068&text
https://api.whatsapp.com/send?phone=972502004641&text
https://api.whatsapp.com/send?phone=9725021715518&text
https://api.whatsapp.com/send?phone=972502171171&text
https://api.whatsapp.com/send?phone=972502170694&text
https://api.whatsapp.com/send?phone=972502169941&text
https://api.whatsapp.com/send?phone=972502169735&text
https://api.whatsapp.com/send?phone=972502168846&text
https://api.whatsapp.com/send?phone=972502168722&text
https://api.whatsapp.com/send?phone=972502168602&text
https://api.whatsapp.com/send?phone=972502168324text=
https://api.whatsapp.com/send?phone=972502167781&text
https://api.whatsapp.com/send?phone=972502167460&text

https://api.whatsapp.com/send?phone=972502167324&text #Mill3rz

DOCTOR

1048559|
1048560|
1048561 |
1048562 |
1048563 |
1048564
1048565 |
1048566 |
1048567 |
1048568|
1048569
1048570|
1048571|
1048572 |
1048573 |
1048574
1048575 |

1048576

#Free_Palestine

https://wasap.my/972522934414/savepalestine
https://wasap.my/972522934416/savepalestine
https://wasap.my/972522934424/savepalestine
https://wasap.my/972522934427/savepalestine
https://wasap.my/972522934428/savepalestine
https://wasap.my/972522934441/savepalestine
https://wasap.my/972522934447/savepalestine
https://wasap.my/972522934448/savepalestine
https://wasap.my/972522934454/savepalestine
https://wasap.my/972522934456/savepalestine
https://wasap.my/972522934457/savepalestine
https://wasap.my/972522934466/savepalestine
https://wasap.my/972522934472/savepalestine
https://wasap.my/972522934483/savepalestine
https://wasap.my/972522934484/savepalestine
https://wasap.my/972522934499/savepalestine
https://wasap.my/972522934513/savepalestine
https://wasap.my/972522934519/savepalestine

https://api.whatsapp.com/send?phone=972502000516&text
https://api.whatsapp.com/send?phone=972502005411&text
https://api.whatsapp.com/send?phone=9725020102228&text
https://api.whatsapp.com/send?phone=9725020167518&text
https://api.whatsapp.com/send?phone=972502030440&text
https://api.whatsapp.com/send?phone=972502050473&text
https://api.whatsapp.com/send?phone=972502117183&text
https://api.whatsapp.com/send?phone=972502119221&text
https://api.whatsapp.com/send?phone=972502122000&text

https://api.whatsapp.com/send?phone=972502025014&text

https://api.whatsapp.com/send?phone=9725020301008&text
https://api.whatsapp.com/send?phone=972502032622&text
https://api.whatsapp.com/send?phone=972502044755&text
https://api.whatsapp.com/send?phone=9725020449408&text
https://api.whatsapp.com/send?phone=972502075902&text
https://api.whatsapp.com/send?phone=972502147868&text
https://api.whatsapp.com/send?phone=972502153013&text
https://api.whatsapp.com/send?phone=972502044940&text
https://api.whatsapp.com/send?phone=972502075902&text
https://api.whatsapp.com/send?phone=972502089755&text
https://api.whatsapp.com/send?phone=972502090299&text
https://api.whatsapp.com/send?phone=972502102100&text
https://api.whatsapp.com/send?phone=9725021021218&text
https://api.whatsapp.com/send?phone=972502103632&text
https://api.whatsapp.com/send?phone=972502104773&text
https://api.whatsapp.com/send?phone=972502111858&text
https://api.whatsapp.com/send?phone=972502112307&text
https://api.whatsapp.com/send?phone=972502112700&text
https://api.whatsapp.com/send?phone=972502118426&text
https://api.whatsapp.com/send?phone=972502120001&text
https://api.whatsapp.com/send?phone=972502121028&text
https://api.whatsapp.com/send?phone=972502121838&text

» A Facebook post saying that “with the help of Tentera Netizen Malaysia” which means The

Malaysian Army of Internet Citizens aka Malaysian trolls army, the phone number of IDF

Spokesperson Avichay Adraee was blocked within 3 hours and through the use of WhatsApp

spam flooding and bug reports. This post celebrates the successful attack on an Israeli

representative
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Bed

WhatsApp account of Avich:

Dalam masa 3 Jam Number
"

Wha
terhadap number whatsapp

Avichay Adraee

+972529454973

Within 3 Hours Number
Deleted! !!
Alhamduliliah, this is a s
With the Help of Nitizen
technique and some whg
Laknattullah’s whatsapp
and takedown.

wichay Adraee

sraeli Defense Forces Spl
+972529454973

1821 @

«{% | +972 50-200-0027

8LOCK

Inspirasi UMRAH
183t 11:00AM - Q

ay Adraee the Lieutenant Colonel in the Israel Defense Forces Closed

Phone Jurucakap Israhell Avichay Adraee telah jahanam dan Dipadam

Alnamduliliah, ini adalah satu kejayaan bagi kita semua !
Dengan Bantuan Tentera Nitizen
pp Number dan beberap

Aalaysia menggunakan teknik Flcoding Spam Register
hatsapp bug report, Kami Baru Sahaja lancarkan serangan
Israhell Zionist Laknattullah , Phone Number Yahudi ini sudah

dibanned Daripada Whatsapp and takedown .

Jurucakap Angkatan Pertahanan Israe

Theres Is No Israel Only Palestine !

kRakya
hone Spokesperson Israhell Avichay Adraee has been damaged and
jccess for all of us!

Malaysia Army using Flooding Spam Register Whatsapp Number

fsapp bug report, We have just launched an attack on Israhell Zionist
umber, this Jewish Phone Number has been banned from Whatsapp

Theres Is No Israel Only Palestine !

Twitter post of Malaysian user shares a WhatsApp attack against random Israeli account
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W +97250-200-0020
7

You gonna die
Youre going to hell
The world with Palestine!

Youre forever alone and lose!

Aomw

20

helloE=

Dia reply aku pelacurz &2

2
Google

He replied | was a slut &2 &2

7

hellofS @ogliolio?
Re j t

Tak mampu ke sana berperang
bersama mereka harap usaha ini
pun di kira disisi Allah @ bagi

mereka dow:

Another Example of a user on Twitter sharing his attack on an Israeli WhatsApp account
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