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Intelligence and Terrorism Information Center
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Terrorism and Internet: an examination
of Hamas’s websites and the hosting
providers used by them'

(Updated to June 1, 2006)

The Internet as a means for glorifying suicide bombers
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A poster that appeared in early June 2006 on the website of the 1zz al-Din al-Qassam Brigades,
Hamas’s terrorist-operative wing. The website is hosted by a Malaysian company, which is also
used by other Hamas websites. The poster commemorates Sa’id al-Houtari, the suicide bomber
who blew himself up at Tel-Aviv’s Dolphinarium nightclub (June 1, 2001), and was turned into a
role model by Hamas. Killed in the attack were 21 young people who were standing at the
entrance to the nightclub; some 83 were wounded.

! This Information Bulletin follows up on our previous Information Bulletin dated October 2005, titled
“Marketing terrorism by Internet: the Hamas terrorist movement continues using Internet Service
Providers in Eastern Europe and South East Asia to operate its leading sites (Update)”..



http://www.terrorism-info.org.il/malam_multimedia/English/eng_n/pdf/internet_m05e.pdf

Overview

4 The Hamas movement places significant importance on disseminating its
messages through the Internet. These are distributed to various target audiences in the
Palestinian Authority administered territories and across the Arab/Muslim world.
Over the years, the Hamas invested large sums of money into the creation of an
extensive Internet infrastructure, which includes over 20 websites in eight
languages (Arabic, English, French, Russian, Persian, Malay, Urdu, and Indonesian).
According to our assessment, the infrastructure is run by Nizar Hussein, a member of
Hamas who works on behalf of the Hamas information bureau in Damascus and

operates from the office of Osama Hamdan, the Hamas representative in Lebanon.

€ Hamas uses its infrastructure of Internet websites to disseminate a variety of
information on the conflict with Israel, the internal Palestinian scene, as well as basic
information on the Hamas movement. The websites are used to spread messages
preaching terrorism and encouraging hatred against Israel (and sometimes
against the Jewish people and Western countries). They are also an important means
for waging a war of propaganda against Palestinian Authority Chairman Abu Mazen
and Fatah (the official Palestinian media is controlled by Abu Mazen, and Hamas still

has difficulties using it for its own purposes).

& We have recently recharted Hamas’s leading websites and their hosting
providers.? This is the first such examination since the Hamas movement won the
Legislative Council elections and assembled the government. The purpose of the
examination is to characterize Hamas’s websites and see whether there have been any
changes in the various websites and their hosting providers in the course of the past

six months.

2 Based on the Haganah website and two whois websites, as at June 1, 2006.



Main Findings

€ The scrutiny shows that Hamas’s Internet infrastructure continues to develop
and expand. There have appeared new websites in addition to those already existing
(such as Pal-election). Furthermore, the language selection of the Hamas movement’s
leading websites has grown with the introduction of a new website in Indonesian.
This website has joined the existing websites in Urdu (Pakistan) and Malay
(Malaysia), improving Hamas’s ability to reach Muslim target audiences in Southeast
Asian nations. These nations, as it appears, are becoming increasingly targeted by the

coordinators of Hamas’s Internet infrastructure.

% Hamas’s Internet infrastructure continues to rely on the assistance of companies
operating outside the Middle East. For the most part, the hosting providers used by the
websites are based in the same countries as before (although some websites have
changed their ISPs in the various countries). Similarly to the previous examination,
most companies, including those used by the leading websites, are East European (6
companies) and Southeast Asian (3 companies). The organization also uses the

services of companies from North America (4) and the Middle East (only 2).

& What follows are the results of our examination (updated to early June).?

* Based on the Haganah website and two whois websites.



Hamas’s websites and their hosting providers

The leading group of websites (palestine-info)

NO. WEBSITE ISP COUNTRY NOTES
1 palestine- Colocall Ltd. Ukraine Hamas’s main
info.com portal, allowing
access to websites in
various languages. It
has two more (IP)
addresses: palestine-
info-info, hosted by
Emirates
Telecommunications
Corporation from
the UAE, and
Palestine-info.cc,
hosted by Russian-
based Rosonyx
Hosting Service
Provider.
2 palestine-info.info | Emirate UAE Arabic-language
/arabic Telecommunications website
Corporation
3 palestine- Agava Software Ltd. | Russia Persian-language
persian.info Network website
4 palestine- Telekom Malaysia A website in Urdu
infourdu.com Multimedia of (Pakistan’s official
Telekom Malasysia language)
Berhad
5 palestine- Telekom Malaysia English-language
info.co.uk Multimedia of website
Telekom Malaysia
6 palestine-info.ru | JSC Eltel Russia Russian-language
website
7 pallestine-info.cc | Rusonyx Hosting Russia French-language
Service Provider website
8 infopalestina.com | PT Telkom Divisi Indonesia A new website in

Multimedia
Indonesia

the Indonesian
language. So far it
appears as an
individual website,
which is not
included in the
Palestine-info
group..




The secondary group of websites*

NO. WEBSITE ISP COUNTRY | NOTES
9 algassam.ps Telekom Malaysia Malaysia Arabic-language
Berhad website of the 1zz al-
Din al-Qassam
Brigades, Hamas’s
terrorist-operative wing
10 algassam.ps/english Telekom Malaysia Malaysia English-language
Berhad website of the 1zz al-
Din al-Qassam
Brigades, Hamas’s
terrorist-operative wing
11 palestinegallery.com Telekom Malaysia Malaysia A website consisting
Berhad mostly of visual
materials
12 palestinianforum.net | DataForce ISP Russia Message board
13 pal-election.org NetWork Operations | US A website founded on
Center the eve of the
Legislative Council
elections as part of
Hamas’s election
propaganda.
14 fm-m.com Telekom Malaysia Malaysia The website of
Hamas’s Filastin al-
Muslimah, published in
Beirut and distributed
from the UK.
15 alresalah.org Liquid Web Inc uUs The website of
Hamas’s newspaper.
The Palestinian Islamic
Jihad’s websites,
rabdullah.net and
shikaki.net, are also
served by this
company.
16 alfateh.net Telekom  Malaysia | Malaysia The website of Al-
Berhad Fateh, Hamas’s
children’s magazine.
17 islamic.block.net Layered uUs The website of the
Technologies Islamic Bloc, Hamas’s
student organization.
One of the Palestinian
Islamic Jihad’s
websites, saraya.ps.,
also uses this company.
18 alkotla.com Palnet Palestinian | The website of the
Communication Ltd. | Authority, Islamic Bloc, Hamas’s
Palestine Internet | Gaza City student organization.
Services
19 isocg.org Group iWeb | Canada The website of the
Technologies Islamic Society
charitable association

* This group includes 13 websites. An additional website is aqgsatv.ps, which has replaced
agsavoice.com, the website of Sawt al-Aqgsa, and is currently under construction. The website’s hosting
provider is Gaza-based Palestinian Internet Services Co. Ltd.



in the Gaza Strip

20

islamso.org Layered uUs A website of the
Technologies Islamic Society office
in the Al-Nuseirat
refugee camp in the
Gaza Strip.

21

sabiroon.com/sabiroo | Pacific Internet | Singapore The website of Al-
n.net/ Limited Sabiroon, affiliated
with the Hamas

sabiroon.org movement

Summary and conclusions

% The Internet infrastructure of Hamas’s leading websites is hosted by some 15

companies from 9 countries. Most of the websites are serviced by companies from

Malaysia (seven websites hosted by a single company), Russia (five websites hosted

by five different companies), the US (four websites hosted by three companies, two of

which provide Internet services to Palestinian Islamic Jihad websites), the UAE (two

websites—one company), the Palestinian Authority (two websites, one active and the

other under construction, hosted by a single company). They are followed by Canada,

Indonesia, Singapore, and Ukraine (each with a single company used by Hamas for

hosting services).

% The following conclusions arise from the above information:

v Hamas tends to use relatively many companies operating in relatively
many countries. The movement’s aim is to remain as flexible as possible
and quickly find an alternative in case a website is taken off the Internet.
That said, to a significant extent Hamas relies on Malaysian and Russian

companies, primarily for its leading websites.

v Most of the Internet hosting providers used by the websites
(particularly the most important websites) are based in Southeast Asia and
East Europe (mostly Russia). The reason for that, in our assessment, is that
Hamas perceives those countries as being more “resistant” to political

pressures, primarily such as exerted (in their view) by the US and Israel.




v Even though the US labels Hamas as a terrorist organization, the
movement’s websites (as well as those belonging to the Palestinian Islamic
Jihad) use at least three American and one Canadian hosting providers.’
However, these are not the principal but rather the minor websites of
Hamas’s civilian infrastructure (such as the websites of the Islamic Society
charitable association, Hamas mouthpiece Al-Risala, and Hamas’s student

organization).

€ What follows is a description of the main websites and the Internet hosting
providers used by them.

Hamas’s main websites and their
Internet hosting providers

Overview

% Hamas’s leading group of websites is Palestine-info, operating under the title of
“Palestinian Information Center”. In a deliberate effort to play down Hamas’s
connection to this group of websites, the homepage does not feature any mention of
the Hamas movement. The websites, focusing primarily on basic issues and current
events, are updated several times a day. The website includes a portal with links to
seven separate sub-websites in different languages: Arabic, English, French, Russian,
Persian, Urdu, and Malay (as already mentioned, another language has recently
become available-Indonesian). The various websites’ contents are different, with

each website specifically tailored to its designated target audience.

% The main website of this group has three IP addresses and it is hosted by three
different companies. The purpose, in our assessment, is to avoid being dependent
on a single provider and thus ensure the continued operation of the website, which
was taken offline several times in the past. The three companies used by the website
are from Ukraine, the UAE, and Russia (previously, the website relied on a

Malaysian company instead of the one from Ukraine). In our assessment, Hamas

® Unlike Hamas, the Palestinian Islamic Jihad is much more dependent on the assistance of American
companies for its leading websites.



considers these three countries to be more resistant to pressure than Western

countries.

WWwWWw.palestine-info.com

(2R e
- ) o e PR e

pole ] et f

The Palestiniom Inferminting Comser

UL R
el b ) gy

(et ] i
P L i i ]| . ¥ S et Bt v Pl - BT e

The homepage of Palestine-info, the portal of the leading
website which is linked to seven languages (with an eighth
language added recently). The title text reads: “The
Palestinian Information Center”; the text under the
Palestinian flag reads: “The voice of Palestine to the world
and the voice of the world to Palestine”.

4% What follows are technical details on the three versions of the main website:

v www.palestine-info.com

v
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IP address: 62.149.0.82

Hosting service provider: Ukraine-based Colocall Ltd.

Provider’s address: Turgenevskaya 52-58, Kiev, Ukraine

Phone: +380 44 4617988

Fax: +380 44 4617988

v www.palestine-info-info

v

v

v

v

IP address: 213.42.17.48

Hosting service provider: UAE-based
Telecommunications Corporation

Provider’s address: PO Box 1150, Dubai

Phone: +971 4 202551

Emirates



v Fax: +971 4 2948300

v Contact: Abdallah Hashem

¥ www.palestine-info.cc
v IP address: 84.252.138.236

¥ Hosting service provider: Moscow-based Rosonyx Hosting Service
Provider

v Provider’s address: PO Box 507, Moscow, Russia

¥ Contact: George J. Georgievsky

Details on palestine-info, the leading
group of websites

www.palestine-info.info/arabic

The website’s Arabic homepage

4 This is the Hamas movement’s leading website in Arabic. It serves the movement
as a central tool for disseminating information to Palestinian and other

Arab/Muslim target audiences worldwide.



% The website is updated several times a day. It includes routine updates on
happenings in the Palestinian Authority administered territories, statements by the
movement’s leaders, information on various events, as well as visual propaganda in
the form of posters, images, and so forth. The website served as one of Hamas’s
primary propaganda tools during the Legislative Council elections. Since Hamas’s
victory in the elections and the establishment of the Hamas-led government, the
website functions as the mouthpiece for the various ministries and ministers. At the
same time, it continues to publish photographs of shahids and glorify suicide

bombers.

Glorification of suicide bombers
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The image features two suicide bombers—Yasser Sultan Abu al-
Abbas (who perpetrated a suicide bombing attack against IDF
soldiers on March 24, 2004) and Muhammad al-Qadi Abu al-
Bara’ (who was probably killed while trying to detonate a car
bomb at the Erez crossing, March 6, 2004)®. The text alongside
the poster reads: “The heroes of the first response... The lions
of the raids and the special operations [suicide bombings]”.

% Technical details on the website follow:

v IP address: 213.42.17.48
v Hosting service provider: UAE-based Telecommunications

Corporation

® See http://www.palestine-info.net/arabic/spfiles/2006/shuhada2006/photos/photo3.htm.

10



www.palestine-persian.info
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The homepage of the Persian-language website

4 Hamas’s website in Persian. It is different from the Arabic-language website, and

it seems to contain a larger amount of incitement against Israel.

XX

Burning the flag of Israel — an animation from the Persian website which does not appear in its
Arabic or English versions

4 Technical details on the website follow:

v IP address: 195.161.118.181
v Hosting service provider: Russian-based Agava Software Ltd.

Network.’

" According to another source, the hosting service provider is US-based Layered Technologies.

11



www. palestine-infourdu.com
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The homepage of the Urdu-language website

% Hamas’s website in Urdu (the official language of Pakistan).

4 What follows are technical details on the website’s hosting service provider:

v IP address: 202.71.108.68

¥ Hosting service provider: Malaysian-based Telekom Multimedia of
Telekom Malaysia Berhad.

12



www. palestine-info.co.uk

The homepage of the English-language website

4 The contents and style of Hamas’s English-language website are different than
those of its Arabic counterpart. It mostly includes news delivered from Hamas’s

viewpoint; however, the incitement on the website is more restrained and muted.

BOYCOTT
—

ISRAEL

A still image from an animation that appears on the English-language website

4 The website includes a clearly visible banner linking to The Palestine Times, a
monthly published in the UK. Even though it does not publicly admit it, the monthly

is associated with Hamas and voices the opinions of the movement’s activists and

viewpoints that support it.

13
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Right: the banner linking to The Palestine Times, as it appears on the English homepage of the
website. Left: the latest issue, featuring an interview with the Hamas Finance Minister and an
article on Hamas’s activity against the Fatah.

4 Technical details on the website follow:

v IP address: 202.71.108.68

¥ Hosting service provider: Malaysian-based Telekom Multimedia of

Telekom Malaysia

v Company address: 20th Floor, Wisma Cekcon Semark, Jalan Raja
Muda Abdul Aziz, 50400, Kuala Lumpur, Malaysia.
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www.palestine-info.ru
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The homepage of the Russian-language website

4 Hamas’s Russian-language website is mostly dedicated to news content; however,
there is an entire section of venomous cartoons against Israel and the US.

An example of cartoons on the Russian-language website, lashing out against the US due
to its cooperation with Israel (the US is “represented” by McDonalds)

4 Technical details on the website follow:
v IP address: 85.249.135.2

v Hosting service provider: JSC Eltel, based in Saint Petersburg,
Russia

v Contact: Vladimir E Kuznetsov, 25 Viborgskaya nab., 198215, Saint
Petersburg, Russia
¥ Phone: +7 812 3232323

v Fax: +7 812 3232323
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www.palestine-info.cc
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The homepage of the French-language website

4 The French-language website is very similar, both in content and form, to the

English-language website.

4 Technical details on the website follow:

v |IP address: 84.252.138.236

¥ Hosting service provider: Rusonyx Hosting Service Provider,

based in Moscow, Russia

¥ Contact: George J. Georgievsky, P.O Box 507, Moscow

v Phone: +7 495 968 70 68

v Fax: +7 095 155 36

16



www.infopalestina.com

The homepage of the Indonesian-language website

% This is a relatively new website in Indonesian, which is still not part of the
Palestinian Information Center websites. While it is a standalone website, its contents

and graphics are similar to the websites in the other languages.

4%  Technical details on the website follow:

¥ 1P address: 203.130.232.190

¥ Hosting service provider: PT Telkom Divisi Multimedia, Indonesia

v Company address: J1. Kebnsirih No 12, Jakarta, Menara Multimedia,
Lt7

¥ Contact: Hary Mahendra

17



Details on the secondary group of
websites

The website of the 1zz al-Din al-Qassam
Brigades, Hamas’s terrorist-operative
wing

www.algassam.ps
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The homepage of the official 1zz al-Din al-Qassam Brigades website

% This is the official website of the 1zz al-Din al-Qassam Brigades, Hamas’s
terrorist-operative wing. The website focuses on reporting terrorist activities against
Israel and glorifying terrorists killed while perpetrating terrorist attacks (shahids).
Within this context, the website reports terrorist attacks, publishes the last wills of the
suicide bombers, taped prior to their attacks, and commemorates the shahids.
Furthermore, the website publishes interviews with the leaders of the terrorist-

operative wing.
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A poster that appeared on the website’s
homepage (June 5, 2006). It commemorates
Sa’id al-Houtari, the perpetrator of the
Dolphinarium suicide bombing attack. It was
published on the anniversary of his death in the

—— - suicide bombing attack (June 1, 2001).
A Al

ol o 3aalgigunnlé b i Bl Ji - The text below the image reads: “The shahid
s e R from the 1zz al-Din al-Qassam Brigades, Sa’id
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% Technical

S
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al-Houtari, who carried out the operation in Tel-
Aviv, in which 24 Zionists were killed and many
were wounded. The [lzz al-Din] al-Qassam
revolution continues...”

details on the website follow:

IP address: 202.75.48.115

Hosting service provider: Malaysian-based Telekom Malaysia
Berhad

Contact: Azman Ali ,20th Floor, Wisma Cekcon Semark Jalan Raja
Muda Abdul Aziz, 50400, Kuala Lumpur, Malaysia

Phone: +603-26812075

Fax: +603-2681018

19



www.algassam.ps/english

The homepage of the English-language website

4% The lIzz al-Din al-Qassam Brigades website also has an English version. It
should be noted that it is not identical to the Arabic website but is rather a separate

website with contents more specifically tailored to a Western audience.
4  Technical details on the website follow:
v IP address: 202.75.48.115
¥ Hosting service provider: Malaysian-based Telekom Malaysia

Berhad, Kuala Lumpur, Malaysia
¥ Contact: Mohd Ghazali Sabri

20



WWW.palestinegallery.com
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The homepage of the website

% The website contains mostly visual materials about the Palestinian-Israeli

conflict. It features images, video clips, posters, cartoons, lectures, and last wills

made by Hamas’s shahids.

% The following are two examples of the posters on the website:

Sy g

“Death to Israel”; in blood-dripping typeface: “Death, death, death to Israel; through the
exploding body you shall sow death, death, death to Israel” (see
http://www.palestinegallery.com/cqi-
bin/picGallery.cgi?action=view&link&4:# aulaiy cia s=image=1-1143450413.jpg&img=48&tt)

21



Another poster: “lzz al-Din al-Qassam Brigades, Thabet [lyada, the head of Hamas’s terrorist-
operative infrastructure in Tulkarm, killed on January 17, 2006], may Allah have mercy on you,
we remain true to your way, the shahid of the 1zz al-Din al-Qassam Brigades, Thabet lyada” (see

http://www.palestinegallery.com/cgi-
bin/picGallery.cgi?action=view&link=4:4 aulaiy cls & image=thabet.jpg&img=128&tt)

4 Technical details on the website follow:

¥ IP address: 202.71.108.68
¥ Hosting service provider: Malaysian-based Telekom Multimedia of

Telekom Malaysia Berhad Range
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Hamas’s message board

www. palestinianforum.net
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The homepage of the website

A poster published on the message board, commemorating
the suicide bomber who perpetrated the attack at Tel-
Aviv’s old central bus station (April 17, 2006). Right: a
poem of praise glorifying the perpetrators of the terrorist
attack, composed by one of the message board members.

4 This is a message board where web surfers express their opinions. It includes
discussion rooms on various subjects, in which the movement’s activists and
supporters express their opinions. Occasionally, the message board contains radical

Islamic messages.

4 Technical details on the website follow:

¥ IP address: 195.42.183.35
¥ Hosting service provider: DataForce ISP, based in Moscow, Russia

Company address: 3rd Samotechny per., 11103473, Moscow, Russia

23



v Phone: +7 495 7375667
v Fax: +7 495 7373246

wWww.pal-election.org
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The homepage of the website

% This is a relatively new website that appeared before the Legislative Council
elections in the Palestinian Authority, and has since then established a permanent

presence as one of Hamas’s websites.
%  Technical details on the website follow:

v IP address: 64.191.114.203

v Hosting service provider: US-based NetWork Operations Center

v The webmaster is Hadi Saada, a resident of Nablus who also runs
other websites such as www.alhudna-pal.org.?

v/ Company address: P.O. Box 591, Scranton, Pa, USA

® Hadi Saada is a Hamas operative who was held in prison since 2002 and was released following the
Tannenbaum Deal (2004).

24



Websites of media belonging to or
associated with Hamas

fm-m.com

The homepage of Filastin al-Muslimah

4 This is an Internet edition of Filastin al-Muslimah, a monthly which has served
as Hamas’s main mouthpiece since its foundation. In our assessment, the publication
is guided from Damascus, its paper edition is printed (or published) in Beirut and
distributed from the UK to the West Bank, the Gaza Strip, the Arab world, and even

to Muslim communities in Europe, the US, Canada, and Australia.’

www.alresalah.org
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The homepage of Al-Resalah

% In this context, see Information Bulletin published by the Information Center: “Filastin al-Muslimah,
a Hamas monthly distributed from the UK, continues to incite to terrorism, mainly suicide bombing
terrorism. At the same time, it disseminates messages denying Israel’s existence and expressing
sympathy for global jihad elements” (February 26, 2006).

25


http://www.terrorism-info.org.il/malam_multimedia/English/eng_n/pdf/filastin_e.pdf

@ This is the website of Al-Resalah, a newspaper published in Gaza City by the

Hamas-associated Islamic Salvation Party. It includes research reports and articles.

4 Technical details on the website follow:

v IP address: 209.59.145.97
v" Hosting service provider: US-based Liquid Web Inc.

WWW.agsavoice.net
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The homepage of the website
% This is the official website of Radio al-Agsa, which was shut down several times
due to messages of incitement it published. It has now become a site called

www.agsatv.ps. It is under construction and not yet operational.
% Technical details on the website follow:

v IP address: 217.21.5.103
v Hosting service provider: Gaza-based Palestinian Internet Services

Co. Ltd
v Contact: Mustafa Ashraf, from Gaza City

v Phone: 972-599-40020

26



www.alfateh.net
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The homepage of the Al-Fateh children’s magazine

4 This is the website of Al-Fateh, Hamas’s children’s magazine. The entire issue
is published online every month (the magazine appears as a banner on the Arabic
homepage of the main website). The magazine, geared towards children, includes
poems, stories, drawings, and similar materials glorifying the heroic escapades of the
shahids, using language and illustrations appealing to young children. The website
serves to indoctrinate children with Hamas’s radical Islamic ideology. It
commemorates the shahids, preaches terrorism and violence against Israel, and

attempts to instill children with these values.

Indoctrination of children with Hamas’s radical Islamic ideology—from a section titled “Children
of Palestine” in Al-Fateh, Hamas’s children’s magazine

27



4 Technical details on the website follow:
v IP address: 202.71.108.68

¥ Hosting service provider: Malaysian-based Telekom Multimedia of

Telekom Malaysia

¥ Company address: 20th Floor, Wisma Cekcon Semark Jalan Raja
Muda Abdul Aziz, 50400, Kuala Lumpur, Malaysia

Websites of Hamas’s student
organizations

www.islamic.block.net
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The homepage of the Islamic Bloc website

% This is the website used by the Islamic Bloc, Hamas’s student movement at Al-
Najah University. The website preaches violence and terrorism against Israel. It
should be recalled that Islamic Bloc members from the university have taken part in

Hamas’s campaign of terrorism against Israel.*°

19 See for example Information Bulletin dated October 2004, “The suicide bombers and martyr culture
at Al-Najah University in Nablus: At the beginning of the 2004-2005 school year the youth movements
affiliated with the various Palestinian terrorist organizations distributed “propaganda and indoctrination
kits” to new students. This respectable, prestigious academic institution continues to serve as a
hothouse for terrorists and suicide bombers, as was illustrated in recent months.”

28
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%  Several examples follow:
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The top caption reads: “The Islamic Bloc”. Below: “Committed to knowledge, resistance [i.e.,
violence and terrorism], and creativity”.

The emblem of the Islamic Bloc, as it appears on the website. It is flanked by operatives of the
terrorist-operative wing, some wearing Hamas headgear.

4 The website also presents poems praising Hamas and encouraging violence and

terrorist attacks, with photographs of burned-out buses in the background.**

11 See http://islamic-block.net/pages/flashat/28.swf.
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Photographs of Israeli buses blown up (by suicide bombers), against the
background of a poem encouraging terrorism against Israel and the
following text: “The lzz al-Din al-Qassam Brigades present—the Qassam

response”

4  Technical details on the website follow:

v IP address: 72.232.31.34
v Hosting service provider: US-based Layered Technologies

www.alkotla.com
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The homepage of the website

% The homepage of the website states that this is the official website of the Islamic
Bloc (Hamas’s student organization) to commemorate the movement’s shahids—

members of the l1zz al-Din al-Qassam Brigades, Hamas’s terrorist-operative

wing.

% The following is a description of one such shahid, Muhammad Salem (killed in

2004 during an attempt to infiltrate into an IDF base):
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“Here you are, ascending to heaven as a pure shahid. You can never be broken, may
peace be upon you forever more, peace to you and to all jihad warriors. Muhammad,
you are the mightiest hero, you are the first light of sun in a dark night-you and those
shahids who came before you, and all those who are yet to follow in your path. Words
cannot express your memory: as one who loved death for the sake of Allah

[shahadah], as one who loved his brothers, or as one who loved children...”

The page commemorating Muhammad Salem (a terrorist killed in 2004
during an attempt to infiltrate into an IDF outpost). A photograph of
Hamas founder Sheikh Yassin appears on the left.

@ Technical details on the website follow:

v IP address: 217.21.15.138

v" Hosting service provider: Palnet Communication Ltd. Palestine
Internet Services

Contact: Walid Hasab, P.O. Box 5111, Gaza City

Phone: +972 8 284 3194

v Fax: +972 8 284 3187

D W
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Websites belonging to the Islamic
Society charitable association run by
Hamas

WWW.iS0CQ.0rg

= b | YT
The homepage of the website

4 This is the website of the Islamic Society in Gaza. It belongs to Hamas and is part
of Hamas’s extensive civilian infrastructure (da’wa) in the Gaza Strip. With numerous
offices in the Gaza Strip, the association is engaged in social and “educational”
activity, which includes a large network of kindergartens where young children are
educated to terrorism and hatred of Israel in the spirit of Hamas’s radical Islamic
ideology. In 2002, the association was banned in Israel. The association’s websites
are used for collecting donations and financial assistance from regional and

international foundations and charitable societies.
4 Nowadays, the website, whose main purpose is to raise funds for the association,
does not contain incitement? but serves primarily as a fundraising tool. It also has an

English version.

4 Technical details on the website follow:

12'1n 2001, the Islamic Society published photographs of kindergarten children dressed in uniform and
carrying weapons, with one of them dressed up as Hezbollah leader Hassan Nasrallah. Those
photographs were taken offline, and the website takes great care to maintain the image of a “charitable
society”.
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v IP address: 209.172.39.185
¥ Hosting service provider: Group iWeb Technologies, based in
Montreal, Canada

WWWw.islamso.org
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The homepage of the Islamic Society office in the Nuseirat refugee camp

% This is the website of the Islamic Society office in the Nuseirat refugee camp.
Like the previous website, its purpose is mainly to raise funds for the association. It
has a sub-website in English.

4 Technical details on the website follow:

v IP address: 72.232.183.58

¥ Hosting service provider: US-based Layered Technologies
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Photographs formerly distributed online by
the Islamic Society (kindergarten graduation
ceremony of 2001)

The education in Islamic Society kindergartens
Right: A ceremony of burning the Israeli flag with armed children in the background
Left: A child dressed up as Hezbollah leader Hassan Nasrallah

A website associated with the Hamas
movement

www.sabiroon.com/sabiroon.net/sabiroon.org

. prp——y Y - TN AT

The homepage of the Al-Sabiroon website®®

4% The website of Hamas-associated Al-Sabiroon carries messages encouraging

acts of terrorism, including suicide bombing terrorism. After a long period of

3 The meaning of the term is “the patient ones”—originally, this is a religious Quranic term used to
describe those who patiently endure their suffering, such as widows, orphans, and the injured.
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inactivity, it has recently come back online. The website commemorates shahids and

their activities, presenting them as role models.**
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Commemorating shahids and treating them as heroes.
Mahmoud al-Masri, who was Killed in a clash with IDF forces on February 28, 2005.

4 The website voices the opinions of Hamas detainees held in Israeli prisons,
within which context it publishes a daily news page. On June 6, for example, the
Hamas detainees published an official statement, saying they were against holding a

referendum on the Prisoners’ Document.
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The daily news page on the website in which the Hamas
detainees published a statement with regard to the
Prisoners’ Document.

1 See:
cidE&=Redirect&Arabic=Lang&mmm=ParentlD&SB=CatTable?phtml.index/org.sabiroon.www//:http

Osleiinyi=PageTitle& BR=BR&0=nd.
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% Technical details on the website follow:

v IP address: 203.81.38.16

v Hosting service provider: Singapore-based Pacific Internet
Limited SG Singapore Country Web Sites

v Contact: Wong Kok Hoou

Phone: +65 6872 1010

v Fax: +65 6872 1011
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