September 30, 2012

Terrorism and the Internet: the Palestinian
Islamic Jihad's Internet Network1

The Internet as a platform for the battle of hearts and minds: children wearing uniforms and
carrying wooden rifles march in a Palestinian Islamic Jihad kindergarten's graduation party.
One of the children said that when he grew up he wanted to blow himself up in a bus full of
"Zionists" (Picture from the website of the Jerusalem Brigades, the PIJ's military-terrorist
wing, June 12, 2012).

Overview
1. The Palestinian Islamic Jihad (PIJ) is a relatively small terrorist organization, second
in importance only to Hamas. It follows a radical Islamist ideology and is massively
supported by Iran. During the Palestinian terrorist campaign (known as the second
intifada) it gained notoriety for its deadly suicide bombing attacks in Israeli territory.
Since Operation Cast Lead the PIJ in the Gaza Strip has been engaged in an
accelerated military buildup and occasionally launches rockets into Israeli territory.
With Iranian aid it has increased its capability to strike the Israeli home front with rocket
fire, including the central part of the country, making it a significant military threat.

1 Follow-up and update of the September 23, 2007 bulletin, "The Internet in the service of terrorist organizations: the
Palestinian Islamic Jihad’s Internet network and the service providers by which the organization is supported..."
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2. The PIJ makes extensive use of the Internet in the battle for hearts and minds it
wages against Israel. In addition, the PIJ uses the website to disseminate its ideology
and reinforce its position in the internal Palestinian arena. While the PIJ has a smaller
Internet presence than Hamas, it is making an effort to increase it rapidly (six websites
in 2007 compared with ten in 2012), and improve it technologically.
3. The technical-financial support for establishing the PIJ's Internet network comes, in
our assessment, from Iran, the organization's main sponsor. Its close relations with
and dependence on Iran would seem to indicate an interest in appealing to the Iranian
audience, and one of its news websites (Shabakat nida' al-quds) appears in Farsi
(the others appear only in Arabic). This site uses an Iranian ISP located in Tehran and
it is registered to an Iranian.

PIJ Websites – General Description
4. The PIJ has a network of ten websites, six of them news-oriented. It also has
sites for the Jerusalem Brigades (the organization's military-terrorist wing), its student
wing, affiliated trade unions and a main forum. During the past year it opened a page
on Facebook but so far with little content. Some of the PIJ's websites are formally
affiliated with the organization and some make an attempt to obscure their links to
it.
5. The PIJ's Internet presence includes four types of websites (as of September 2012):

1) Type 1 – News sites
i) Paltoday (www.paltoday.ps)

The Paltoday website homepage
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ii) Shabakat nida' al-quds (www.nedayequds.com, which promises
Turkish and English versions "soon")

The Arabic homepage. The picture at the
top left-hand side of the masthead is Dr.
Fathi Shqaqi, the organization's founder.

The Farsi homepage

iii) The site of the newspaper Al-Istaqlal (www.alestqlal.com/ar)

The Al-Istaqlal homepage. The masthead bears the Palestinian flag on a map of "Palestine" and the
inscription "64 years of Nakba, and the return is closer [than ever]..."
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iv) Al-Quds News (www.alqudsnews.net)

The Al-Quds News homepage

v) The news website of the PIJ in the Gaza Strip (www.jgaza.ps)

The Jgaza homepage. The lead article deals with two PIJ terrorist operatives killed by the IDF (June
18, 2012)
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vi) The Paltoday satellite TV channel website
(www.paltodaytv.com/tv)

The Paltoday TV homepage (which provides the Paltoday Facebook and YouTube addresses)

2) Type 2 – The website of the Jerusalem Brigades, the PIJ's military-terrorist
wing (www.saraya.ps)

The Saraya homepage

188-12

6
3) Type 3 – Websites belonging to PIJ institutions:

i) Alrabeta al-Islamiyyah, the website of the PIJ's student wing
(www.alrabeta.ps)

The Alrabeta al-Islamiyyah homepage

ii) The PIJ's trade union website (www.itehad.ps)

The Itehad.ps homepage

4) Type 4 – Social networks on Al-Aqsa Gate, the main forum website
(www.alaqsagate.org). In addition, the PIJ is active on other forums. It also
has a Facebook page.
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The Al-Aqsa Gate homepage

Documenting a PIJ activity on Facebook: Children in military uniforms join armed terrorist
operatives during a PIJ rally.

6. The contents of the websites reflect the PIJ's militant Islamic ideology, its strong
hostility and belligerence toward Israel and its hostility toward the West. The sites
preach terrorism, promote the idea of death as a martyr for the sake of Allah
(shahadah), suicide for the sake of Allah (istishhad) and holy war (jihad). Special
emphasis is given to fostering the image of PIJ shaheeds who died during terrorist
activities against Israel and turning them into idols and role models for the Palestinians,
especially the younger generation. The websites also reflect a fundamental hostility
toward the United States and the West in general and often serve the propaganda
interests of Iran.
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Technical Description 2
7. While the PIJ's Internet network is smaller and of lower quality than that of Hamas,
during the past five years it has made significant progress regarding both size and
technology. It has grown from six sites in 2007 to ten today (September 2012), and has
been technologically updated (supporting videos, RSS and Facebook, having an
iPhone app, etc.).
8. In the past the PIJ's Internet network used mainly Western ISPs.3 However, an
updated analysis of the technical data of the PIJ's websites reveals that currently most
of the sites are registered in the names of individuals in the Gaza Strip and possibly
Judea and Samaria. The individuals are journalists and/or professional computer
experts, who in our assessment are fronts, serving as middlemen between the PIJ
and various companies. They are registered as webmasters, purchase Internet
services from companies in the West (primarily the United States and Germany) and
provide those services to the PIJ's websites.

9. Two prominent individuals registered as webmasters are Hasan Shakoura and
Mahmoud Matar:
1) Hasan Shakoura has been registered as the webmaster of many PIJ sites,
some of them through a company called Nepras for Media & IT, located in the
Gaza Strip. In recent years he transferred most of them to Mahmoud Matar.

2) Mahmoud Matar (aka Abu Osama, Abu Khalil) is a computer expert from
Jabaliya (Gaza Strip). He graduated from Al-Azhar University with a degree in
computer engineering. He founded a company in the Gaza Strip called ATYAF
for Web Development and IT, with offices in the Jawhara Tower in Gaza City.

3) Mahmoud Matar has a Twitter account and two personal Facebook pages.
According to one page he is from Jenin and according to the other, Jabaliya. He
sometimes represents himself as a journalist. His Flicker account showed
pictures of him taken in Ramallah, Jenin, Jerusalem and Tel Aviv, as well as
Amman and Aqaba (Hagana website, September 10, 2012).

2 In preparing the technical analysis we were assisted by Aaron Weisburd and his US-based Internet site,
Forum.internet-hagana.com.
3 Three ISPs in the United States (as of September 2007), one in Canada, one in Iran (Qudsway, its main site)
and one in Malaysia.
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Left: Mahmoud Matar in January 2011. Right: His business card (Pictures from the Hagana
website)

10. In our assessment, using middlemen is intended to facilitate dealing with ISP
companies, especially those based in Western countries (the United States, Germany).
By doing so the PIJ increases its ability to survive, traditionally relying on Western
ISPs.

Pictures of Jerusalem (left) and Tel Aviv (right) signed by Mahmoud Matar (Pictures from the
Hagana website)
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PIJ Websites

Type 1 – News and Current Events Sites
Filastin al-Yawm (Palestine Today)

11. Filastin al-Yawm is the PIJ's primary news website. Operated from the Gaza
Strip, it is popular and updated often. It does not directly admit its affiliation to the PIJ,
but that is indicated by its contents. It gives extensive but biased and one-sided
coverage of the PIJ's daily activities and often interviews senior figures of the
organization. The PIJ's refusal to recognize the legitimacy of the State of Israel and its
strong hostility toward it are expressed in the site's news reports. Israel is either
referred to (in all the PIJ websites) in quotation marks or as "the Zionist enemy" to note
denial of recognition. Daily reports accuse Israel of killing civilians, murdering babies,
slaughter in Jerusalem, the establishment of "concentration camps" for the Africans
who infiltrate through the Egyptian border, etc.

12. The site features articles and poems glorifying the death of PIJ operatives as
martyrs for the sake of Allah and stressing the joys of paradise waiting for the shaheed.
For example, on August 20, 2012, there was a report about mothers of shaheeds who
during the Muslim religious month of Ramadan visited Jerusalem Brigades operatives
to boost their morale and encourage them to continue the campaign against Israel.
One article described shaheeds as pure, flawless souls paving the way for the PIJ, with
the slogan "victory or death as martyrs."

Mothers of shaheeds visit PIJ terrorist organizations (Picture from the PIJ's Paltoday website,
August 20, 2012)
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Technical Data

13. Internet address: www.paltoday.ps

14. IP address: 176.9.10.243; the address is used by five PIJ websites.

15. ISP: Nürnberg Bayern Germany Hetzner Online AG.

16. The site is registered to ATYAF for Development and IT, with offices in the
Jawhara Tower in Gaza City.

17.The site was registered by Hasan Shakoura from the Gaza Strip, listed as technical
liaison person.

Advertising

18. The Paltoday website is the PIJ's only site with advertisements, including ads for
the Palmera restaurant in Gaza City and the Palestinian Jawwal cellular telephone
network.

Ads for the Palmera and Jawwal (lower right)
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Shabakat Nida' Al-Quds (the Call to Jerusalem Network)

19. Shabakat Nida' Al-Quds is the updated version, online since 2010, of the
organization's main news site. Its current address is www.nedayequds.com, and it can
also be access through www.qudsway.ir. It appears in both Arabic and Farsi and
promises to appear in English and Turkish in "soon."

20. The site posts biased, one-sided news reports in line with the PIJ's ideology and
political agenda. It also posts reports about the PIJ, advertises the organization,
presents "information" glorifying PIJ shaheeds and quotes general from PIJ founder
Fathi Shqaqi and from Ramadan Shalah, the organization's leader.

21. Examples of Shabakat Nida' Al-Quds reporting

A page devoted to PIJ announcements: The first reads "Jihad on Naksa Day [the defeat of 1967]:
the [Islamic] nation is to rise and proceed to Palestine and Jerusalem." Another announcement
reads "The [Palestinian Islamic] Jihad; the corpses of the shaheeds will strike roots in the land as
a banner to jihad and resistance [i.e., violence and terrorism]." Another reads "The PIJ emphasizes
its adherence to the resistance project as the [only] thing ensuring the liberation [i.e., of
Palestine]."

188-12

13

Glorifying the PIJ shaheeds and representing them as heroes and role models whose reward is
paradise.

Fostering the myth that Israel threatens Al-Aqsa mosque.
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A protest against the internal Palestinian struggles. The speech bubble reads "Don't tear the
kafiyyah to shreds, give it to me as a shroud for my son, the shaheed."

An attempt to channel protests against the
film "Innocence of Muslims" toward Israel.
According to the announcement, the
protests of the Palestinian and Muslim
public are a warning for Israel (the so-called
"occupation") not to damage Al-Aqsa
mosque (September 18, 2012).

Falsely accusing the Jews of being behind
"Innocence of Muslims:" "Time has taught us
that the Jews seek to create disagreement
every time East and West approach one
another...That may be the situation now that
the Arab countries approach the West...
following the Arab Spring (September 19,
2012).

Technical Data
22. Internet address: www.nedayequds.com; the site can also be accessed at
www.qudsway.ir.

23. IP address: 217.281.0.123; it belongs to the Iranian IP-Pool for ADSL Users.
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24. ISP: The Information Technology Company, based in Tehran.

25. The site is registered by an Iranian named Asghar Amin Aghaee.

Al-Istaqlal (Independence)
26. Al-Istaqlal is the website of the PIJ's newspaper of the same name, published
daily in the Gaza Strip. Neither the paper nor the website specifically affiliates itself with
the organization, but their contents indicate a close connection between them.

27. The site went online toward the end of September 2007, not long after the paper
began publication (first as a weekly and shortly thereafter as a daily). It provides
newspaper reports and updates in real time along with articles and columns about
events in the Palestinian arena. While the site attempts to represent itself as a reliable,
professional news source, its contents are biased, one-sided, and rife with anti-Israeli
hate propaganda and incitement.

28. Examples of themes in Al-Istaqlal's reporting

1) Defamation of Israel: On August 2, 2012, the site posted an article about the
death of Akram Badi' Badar, a Palestinian worker from a village in the region of
Ramallah, who worked in Lod and was shot to death by IDF soldiers at a
checkpoint at the entrance to Jerusalem. The article does not describe the
circumstances of his death but exploits it to attack the IDF. It claims that the
death was "not the first of its kind" because the workers who pass through
roadblocks on their way to work in Israel are "easy targets" for IDF soldiers. Israel
is represented in the article as arbitrarily murdering defenseless Palestinian
workers. (Note: The article referred to an incident which occurred on July 30,
2012, during which a Palestinian vehicle was fired on near one of the Jerusalem
roadblocks by Border Policemen because it did not heed orders to halt; as a
result, the driver was killed.)

2) Criticism of the Palestinian Authority: Interviewed by the site, Sheikh
Kamal Khatib, deputy chairman of the Islamic Movement in Israel, claimed that
"the Palestinian leadership has neglected Jerusalem for 20 years and gives
Israel ("the occupation") golden opportunities." The message conveyed by the
interview was that the PA did not do enough to prevent Israel from changing
Jerusalem's character. The article made an appeal to the PA to increase its
188-12
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presence around Al-Aqsa mosque during Ramadan to interfere with what it called
"establishing the third fictitious Temple."

3) Denial of any connection to the terrorist attack in the Sinai Peninsula
where 16 Egyptian soldiers were killed, and accusing Israel: The site posted
a series of articles accusing Israel of the attack and denying any connection
between it and the PIJ. One of them was entitled "Experts: Israel mixed up in the
Sinai attack."

4) Pro-Iranian propaganda: The site reported on the sanctions imposed on Iran
from a pro-Iranian perspective and represented Iran as a symbol of "resistance"
to the West. For example, one report noted that "Iran is challenging the 'siege'
[imposed on it] through 'economic resistance.'" The report was long and detailed,
quoting senior Iranian figures who were reportedly employing their own economic
measures to neutralize the sanctions.

Technical Data
29. Internet address: www.alestqlal.com/ar.

30. IP address: 176.9.30.241.

31. ISP: Nürnberg Bayern Germany Hetzner Online AG. According to another
source, the site is based in South Korea.

32. Mahmoud Matar has been responsible for hosting the site for the past year
(previously it was registered to Hasan Shakoura, and between 2007 and 2011 to
Ahmed Abd al-Aziz Shqaqi). Today the site is directed by and individual named Samir
al-Salim.

Al-Quds lil Anbaa' (Al-Quds News)
33. Al-Quds lil Anbaa' is a news website affiliated with the PIJ. While that is not
specifically stated, many items on the site deal with the PIJ and reflect its ideology and
political agenda. PIJ leaders are often interviewed, among them Nafez Azzam (a
member of the organization's political bureau), Ziyad Nahleh (deputy secretary
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general) and Abu Imad al-Rifai (PIJ representative in Lebanon). As of September 1,
2012, there has been a link to the online version of Al-Jihad, the PIJ's magazine.

34. Examples of themes appearing on the website:

1) Detention of Palestinians, especially PIJ members, by Israel: Many
articles on the site deal with the detention of Palestinians in Judea and Samaria.
For example, on August 21, 2012, the site reported that "forces of the Zionist
occupation" had detained a "jihad fighter" named Ashraf al-Jedda. Al-Jedda is a
PIJ terrorist operative from the village of Barqin in Samaria who was detained in
2003 for attempting to carry out a suicide bombing attack in the northern Israeli
city of Afula, and released in 2011.

2) Pro-Iranian propaganda: On August 27, 2012, an article appeared reporting
that an investigation revealed that Israel's threats toward Iran were intended to
distract the world's attention from Israel's own stockpile of nuclear weapons.
They were also meant, according to the article, to entangle the United States and
Europe in a belligerent process which would lead to redrawing the map of the
Middle East.

3) Glorification of shaheeds:

Parents of shaheeds from the PIJ's military-terrorist wing hug Jerusalem Brigades operatives and
call them "the bringers of the upcoming victory" (September 5, 2012).
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Technical Data

35. Internet address: www.alqudsnews.net

36. IP address: 108.167.174.165.

37. ISP: Websitewelcome.com, in the United States.

38. The site is registered in the Hamra section of Beirut to a resident of Tyre named
Ajjawi Krayem.

The PIJ News Site in the Gaza Strip
39. The site was launched in 2012 and focuses on PIJ activity in the Gaza Strip. It has
a sports section which covers the activities of the PIJ's sports committee. It also posts
articles on events in the internal Palestinian arena, often mentioning the issue of the
prisoners in Israeli jails.

40. Examples of themes appearing on the website:

1) Solidarity with the Palestinian prisoners:

Coverage of a rally dedicated to the issue of
PIJ prisoner in Israeli jails (June 11, 2012).
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prisoners (June 18, 2012).

19
2) Glorification and memorialization of shaheeds:

Motorbike cavalcade to mark the anniversary
of the death of Dr. Fathi Shqaqi, the PIJ's
founder (April 26, 2012).

Soccer game organized by the PIJ's sports
club in memory of the organization's
shaheeds (April 26, 2012).

Biographies of shaheeds including circumstances of their deaths.
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3) Anti-American anti-Western hate propaganda and incitement:

A posting on September 14, 2012, about a demonstration attended by thousands of Gazans
organized by the PIJ following the wave of protests in the Arab-Muslim world against "Innocence
of Muslims."

Technical Data

41. Internet address: www.igaza.ps

42. IP address and ISP: Identical to www.alestqlal.com.
Filastin al-Yawm (Palestine Today), the PIJ's Satellite TV Channel

43. Filastin al-Yawm is new and is the website of the PIJ-affiliated Filastin al-Yawm
TV channel, broadcasting since February 2011. It has close connections with the PIJ's
Paltoday news website. The site is under construction and so far consists of only
one page noting how to receive the TV channel's broadcasts and links to the PIJ
Facebook page and Filastin al-Yawm videos uploaded to YouTube.

44. While the connection between the channel and the PIJ is muted, its contents
indicate a strong affiliation.

Technical Data
45. Internet address: www.paltodaytv.com/tv.
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46. IP address: 5.9.94.4.

47. ISP: Nürnberg Bayern Germany Hetzner Online AG.

48. The site is registered to Hana Khun, apparently in Beirut, and he is also the site's
technical liaison.

Type 2 – The Jerusalem Brigades Website
49. Paltoday is the main website of the Jerusalem Brigades, the PIJ's militaryterrorist wing. It operates under the aegis of the [Department of] Military Media, the
Jerusalem Brigades' media unit. The site posts reports about the PIJ's terrorist
activities, including claims of responsibility for terrorist attacks carried out by the
Jerusalem Brigades. There are also videos documenting the organization's terrorist
activities. The site is also used to brainwash the Palestinians, especially the younger
generation, with jihad ideology and foster the image of PIJ shaheeds.

50. Examples of themes appearing on the website

1) Claims of responsibility and documentation of rocket attacks:

Claiming responsibility on March 12, 2012, for
rocket and mortar shell fire, including the
launching of seven Grad rockets targeting
Beersheba. The posting is entitled "There is
no lull [in the fighting] with the enemy."
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2) Weapons and weapons manufacture:

IEDs used by the PIJ (Pictures from a video posted on the Paltoday website)

A lathe used in the manufacture of
RPGs
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3) Training exercises:

Video documenting training exercises.

Firing an RPG during training.

4) Glorification of shaheeds:

From the webpage dedicated to PIJ suicide
bombers, among them those who blew
themselves up in city centers in Israel.
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A webpage dedicated to PIJ suicide bombing
terrorists. The upper left picture is Hanadi Jaradat,
who blew herself up in the Maxim restaurant in Haifa
on October 4, 2003 (killing 21 civilians and wounding
51).
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5) Solidarity with Palestinian prisoners

Children dressed in uniforms participate in an event to show solidarity with the Palestinian
prisoners in Israeli jails.

6) Military displays:

Jerusalem Brigades terrorist operatives in a military display in the Sujaya section of Gaza City
(Picture from the Jerusalem Brigades' Paltoday website, September 23, 2012).

7) Brainwashing the younger generation with PIJ ideology: On June 12,
2012, the site posted an article about a graduation party held at a kindergarten
belonging to Dar al-Huda, an association affiliated with the PIJ. A Jerusalem
Brigades correspondent attended the party, reported the event and took pictures.
The following are excerpts from the article:
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i) "Children in the Gaza Strip are not like other children all over the
world, who enjoy their childhood. They have been nurtured on love of
jihad and the resistance [i.e., terrorism] and love for Palestine,
[encouraged] by the slaughter and crimes carried out by the Zionists. [That]
to the point where they have begun to consistently take on roles of the
resistance in all fields, hoping to become men of the resistance when
they grow up..."

ii) "Every year, at the end of the school year in the kindergartens in the
Gaza Strip, there are parties where the children present various ideas for
filling the roles of resistance and jihad fighters for the sake of Allah... These
children, some of whom are the sons of shaheeds, prisoners and
commanders who still follow the path of jihad, carry with them the wills left
by their fathers..."

iii) After the party, the author met with the kindergarten's principal, who
told him that "In the kindergarten it is our duty to educate the children in
stages, based on the fundamentals of teaching love of the resistance,
Palestine and Jerusalem. We want to teach them the essence of Palestine,
who our enemy is and what the importance [of Palestine] is and its role."
She added that "every year our graduation party focuses on having the
children fill roles of operatives of the resistance and fighters of jihad
for the sake of Allah, to ensure that they grow up in the path of purity
and flourish in the path of love of the resistance. When they grow up
we want them to have prominent roles in serving the Palestinian cause and
jihad, and we want them to become jihad commanders and fighters
who will defend the land of Palestine and its Jerusalem."

iv) The author also interviewed a child named Hamza, one of the sons of
shaheeds.4 Hamza was a leader of the children's "military squads." He told
the journalist that "When I grow up I will join the Palestinian Islamic
Jihad and the Jerusalem Brigades, and I will resist the Zionist enemy.
I will launch rockets at him until I die as a shaheed and join my father
in paradise." Hamza wore a military uniform and a Jerusalem Brigades
headband, and carried a wooden rifle. He added that "I love the

4

i.e., a Palestinian terrorist operative killed by the IDF.
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resistance and the shaheeds and Palestine. When I grow up I want to
blow myself up with Zionists in a suicide bombing attack in a bus, and
kill them..."

51. The following day the Jerusalem Brigades website posted a follow-up article stating
that the PIJ regarded educating children for jihad and resistance as legitimate. A
senior figure in the organization said that "it is the right of the Palestinian people to
teach its children that the Zionist enemy oppresses the land of Palestine."

52. Pictures from the kindergarten graduation party:

Children wearing uniforms and carrying wooden rifles sing and dance.

The picture held by the little girl on the
left is of Dr. Fathi Shqaqi, PIJ founder.
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Technical Data
53. Internet address: www.saraya.ps

54. IP addresses: 108.162.199.91 or 108.162.199.191.

55. ISP: CloudFlare, based in San Francisco, Catherine Ashton, USA.

56. The site's webmaster is Mahmoud Matar, who uses an American ISP. He replaced
Hasan Shakoura in 2011. The site is still registered to Ahmed Abd al Rahim Salame.

Type 3 – Websites of PIJ Institutions
Al-Rabeta Al-Islamiyyah (The Islamic Association)
57. Al-Rabeta al-Islamiyyah is the PIJ's student website in the Gaza Strip, Judea and
Samaria. It posts information about the activities of the student associations at the
various universities to recruit students and disseminate publications, books and
information about the PIJ's political positions.

58. Pictures from the website:

A soccer game dedicated to the release of Mahmoud al-Sursuk, a PIJ terrorist operative held in an
Israeli prison who went on a hunger strike.
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A rally held at Al-Azhar University in Gaza City in support of the Palestinian prisoners.

Members of the student association visit the Shuhadaa Al-Aqsa Hospital in Gaza City. They
brought a picture of PIJ founder Fathi Shqaqi as a present.

Technical Data
59. Internet address: www.alrabeta.ps.

60. IP address: 66.94.146.90.

61 ISP: The Endurance International Group, based in Burlington, MA, USA.

62. The site is registered to Hasan Shakoura.
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Al-Ittihad Al-Islami fi Al-Niqabat Al-Mihniyya (The Islamic Association of
Trade Unions)
63. Al-Ittihad Al-Islami is the PIJ's trade union website. The PIJ has imitated other
Islamic organizations, such as the Muslim Brotherhood in Egypt, which struck roots in
national trade unions. According to the site, its objective is "to create Palestinian
professionals with Islamic consciousness" and "to create an effective, influential
presence for the Palestinian Islamic Jihad [within the trade unions]..."

64. The site reports on Al-Ittihad's activities, which include study days devoted to the
issue of Jerusalem and Al-Aqsa mosque, stressing the Islamic sovereignty of
Jerusalem and denying the Jewish right to it. The site also reports on study days
devoted to specific subjects such as pharmacy, medicine, agriculture, etc. In addition,
the news, in the spirit of the PIJ's other websites, is also posted.

Technical Data
65. Internet address: www.itehad.ps.

66. IP address: 178.63.16.195.

67. ISP: Nürnberg Bayern Germany Hetzner Online AG.

68. The site is directed from the Gaza Strip by Hasan Shakoura and Mahmoud
Matar. It is registered as one of Matar's companies but uses Shakoura's ISP. Its server
is the German Nepras.com. The site is registered to the Islamic Federation of Trade
Unions in the Gaza Strip.

Type 4 – The PIJ's Forum
69. The PIJ's main forum website is Boabat Al-Aqsa – Minbar Al-Jihad WalMuqawamah (The Al-Aqsa Gate – Pulpit for Jihad and Resistance). It went online
in 2012. It has an active forum used by PIJ activists and deals with various topics
including news reports, memorializing shaheeds, issues related to Islamic law, subjects
of interest to students, etc.
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Webpage devoted to PIJ shaheeds.

Technical Data
70. Internet address: www.alaqsagate.org.

71. IP address: 173.254.28.113.

72. ISP: Just123.justhost, based in Utah, USA.

Other Sites Used by the PIJ
PALDF
73. The PIJ occasionally uses Hamas's main website, PALDF (www.paldf.net)
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The infant and the rifle: The baby is wearing a headband the Jerusalem Brigades, the PIJ's militaryterrorist wing (Picture from Hamas' PALDF forum website, June 1, 2012)

.
Quds4.com
75. Quds4.com is a forum initiated and run by PIJ activists Mahmoud Haydar.
According to Haydar the site is connected to the Jerusalem Brigades, but generally
speaking it promotes the group of PIJ supporters he runs on Yahoo. According to the
site he is a worker from Lebanon and his hobbies include his love for "Killing Jews."

76. The forum is graphically similar to Al Qaeda sites. Recently it has been inactive

Technical Data

77. Internet address: www.quds4.com.

78. IP address: 72.36.199.218.

79. ISP: Layered Technologies, located in Texas USA.
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Mahmoud Haydar

The Quds4.com homepage, graphically
similar to Al Qaeda sites (Picture from
the Hagana website).

Facebook
80. For the past year the PIJ has been using Facebook and has posted a number of
pages, mostly taken from its own sites. There is relatively little activity on the PIJ's
Facebook page.

From the PIJ's Facebook page: children wearing uniforms join armed PIJ terrorist operatives
during a rally held by the organization.
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From the Filastin al-Yawm TV channel's Facebook page: Close to 13,000 people marked it "Like."
The page has links to videos and reports from the TV channel.
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